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1 ABSTRACT

The Internet of Things (loT) is still @ young and evolving facet of technology. While certain areas of loT have
already become unanimous within our society (e.g. Smartphones), others (i.e. the more typical loT solution) still

have hurdles to overcome before they’re fully integrated into our world.

This project aims to overcome some of those hurdles by providing an easy-to-use Embedded loT Development Kit
that utilizes Grove Modules to collect data and the Microchip RN2483 LoRa module to wirelessly transport this
data.

Developed for this project are:

1. ACsoftware library for the RN2483 module, with specific platforms supported on individual branches
of a git repository.

2. A C++ framework for using Grove Modules, with specific platforms supported on individual branches of
a git repository.

3. Asimple loT solution using both the RN2483 library and Grove Module framework above.

Hopefully this devélopment kit will make it simple to implement a basic IoT solution that uses Grove and LoRa for

anybody looking to use it or port it to their own platform.
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5 [INTRODUCTION

5.1 DELIVERABLES

This project aims to create an Embedded loT Development Kit, accompanied with a demonstration of
its usage. The target platform that will be used for demo solution will be the UWESense

microcontroller (MCU) board. The development kit will include:

e A software library for the Microchip RN2483 LoRa module.
e Software drivers for a set of Grove Modules.

e Asimple demo that illustrates this kit's usage.

The UWESense is a custom microcontroller board that uses an STM32F401 MCU, which is
communicated to through the STM32 Hardware Abstraction Layer (HAL). It has a Microchip RN2483

module on-board and several Grove ports, making it ideal for this project.

The demo of this development kit will use a grove module to collect data and transport it using a
Microchip RN2483 module. The data will be communicated to the UWESense via one of the developed
Grove drivers. The data will then be sent to a local LoRa gateway via the RN2483 module, using the
developed library. Finally, the data will be displayed on a client machine to assert the data has been

successfully transported.

The goal of this project is to provide a development kit that is functional, easy to use, and provides full
access to the functionality of the RN2483 and Grove Modules. The demo is intended to simply prove

the LoRa library and Grove Modules work, but hopefully will show how to use them as well.

5.2 WHATIS ‘LORA’/'LORAWAN’?

LoRa is a wireless technology, considered to be an LPWAN (Low-Powered Wide-Area Network).
LPWANS are a new subset of WAN technologies aimed at loT solutions that the industry is currently in
the process of standardising the usage of. Despite the number of competitors, LoRa appears to be one
of the main LPWAN technologies with traction —this is in part due to the LoRaWAN protocol, an open-
source specification that defines the usage of LoRa, maintained by the LoRa Alliance (a body

companies interested in applying the technology).

Due to LoRa being a newer technology, there hasn’t been much development for separate LoRa

modules outside of popular/standardised platforms (e.g. Arduino). Another reason for this is the lack
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standardisation in the embedded world’, i.e. the module itself has a few libraries for platforms like

the Arduino, but they’re not portable to other platforms.

5.3 WHAT ARE ‘GROVE MODULES'?

Grove modules are a standardised brand of module for embedded microcontrollers, developed by
seeed. These modules are specifically designed for 1oT; the set of drivers will only cover a subset of
Grove modules, as the total number of Grove modules is ridiculous. The popularity of these modules
is born from their focus standardisation, ease-of-use and dedicated support to beginner platforms.
seeed’s standardisation of Grove Modules does have the downside that they require specific ports,

which are designed so that they only fit Grove pinouts’.

5.4 RELATED WORKS

There are several other works related to this project. None of them render the project useless though.

There have already been libraries developed for the RN2483 module, which are publicly available on
GitHub®. Unfortunately, all these libraries are written for the Arduino platform, consequently these

libraries are not portable to other target platforms (such as the UWESense).

Grove Modules have boilerplate code provided by the manufacturer (seeed) for most of their modules.
This code is only exemplary though, their purpose is simply to display the logic required to

communicate with the module — they do not provide users with a framework for using them.

1 This is simply a side-effect of having so many options when picking a platform for an embedded solution.
2 The physical dimensions of a Grove port don’t fit most standard GPIO cables.
3 £.g. https://github.com/jpmeijers/RN2483-Arduino-Library
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6 RESEARCH

6.1 THE INTERNET OF THINGS

“There will be 25 billion devices connected to the Internet by 2015 and 50 billion by
' 2020.” (Evans, April 2011)

If you've ever seen a talk related to the ‘Internet of Things’, you’ve likely heard the above quote (or
similar) before. Unfortunately, the number of devices that gets quoted seems to vary anywhere
between “5.2 billion units in 2017” (Meulen, 2017), to “1 Trillion connected devices [by 2015]” (lwata,
2012); this confusion is a by-product of the term they relate to: ‘Internet of Things’ (loT). loT has “no
clear, single definition” (Google, 2017); according to Uckleman, the term is “not well defined and has
been used and misused as a buzzword in scientific research as well as marketing and sales strategies”
(Dieter Uckelmann, 2011). “definitions are crucial warrants*’ (Wayne C. Booth, 2008), ergo ‘Internet
of Things’ requires a clear definition: “A network of interconnected, uniquely addressed objects, that

communicate and interact intelligently across the internet.” (See 14.1),

6.1.1 How will loT integrate into society?

Even without a globally accepted and clear definition, loT is going to become (and to some degree
already is becoming) a large part of our society, which will undoubtedly “play a leading role in the near
future” (Atzori, et al., 2010). This ubiquity is another by-product of how loosely defined the term
‘Internet of Things’ is> and also in-part due to the recent “potential of a seemingly endless amount of
distributed computing resources and storage” (Miorandi, 2012) provided by the advent of ‘Cloud

Computing’.

Other factors, such as the push from large corporations in recent years has also heavily contributed.
Consequently, “The Internet-of-Things is emerging as one of the major trends shaping the
development of technologies in the ICT sector at large” (Jayavardhana Gubbi, 2013), this major trend
is already coming to fruition: most large corporations have created business groups to introduce loT

solutions and technology on a larger scale.

As stated, there’s been a recent push from corporations, a result of the loT market being “expected
the grow 35% per year to $16 billion by 2020.” (Verizon, 2017); how easily loT integrates into other
market technologies that are becoming increasingly important is also a large factor in this push.
Technologies such as: Cloud Computing, which Amazon and Google are lead providers in; Artificial

Intelligence (Al) — which has already been introduced to industries through companies like IBM (with

* “A warrant is a statement that connects a reason to a claim.” (Wayne C. Booth, 2008)
® The ‘Things’ part of ‘Internet of Things’ really does encompass a lot of different things. See
https://gizmodo.com/15-idiotic-internet-of-things-devices-nobody-asked-for-1794330999
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their Watson Al); and the growing importance of wireless networking technologies, like those

facilitated by AT&T; etc. (Meola, 2016) all integrate into loT.

6.1.2 Case Study: Intel's ‘Retail Sensor Platform’ (RSP)

As a case study of one of a large corporate loT solution, and an example of what a real-world loT
solution looks like, we’ll review Intel’s ‘Retail Sensor Platform’ (RSP) product, which is “an RFID-based
system designed to make retail radio frequency identification deployments easier, as well as enable

inventory tracking to be performed in real time.” (Swedberg, 2015).

This is arguably an exemplary loT solution today - it demonstrates each step in today’s model: the
‘Thing’/'Device’, ‘Gateway’, ‘Cloud’ and how it all ties together to “solve today’s environmental
challenges and benefit customers and society at large” (CERP-loT - Sundmaeker, et al., 2010). Intel’s
RSP provides this benefit by giving retail stores knowledge of “what inventory they have in-store”,
“alerts when inventories are low” and where “misplaced items” (Intel Corporation, 2015).
Improvements like these can provide massive boosts to efficiency, value and provide stores with more
data for improving customer experience. The data provided by solutions like this are often processed
by “enterprise-level Big Data analytics and visualization” (Intel Corporation, 2015), which in the long-

run will be an even mare crucial factor in the technology’s contribution to society.

One important thing to note about this solution, is that its RSP sensors require a cable link to the
gateways. This is a serious limit to the scalability of the solution and an example of a situation where

an embedded wireless technology would be an appropriate addition.

6.1.3 loT's contribution to society

Unfortunately, “Most enterprise loT projects are in the proof of concept or pilot phase, not in
production” (Verizon, 2017), so the earlier stated ‘benefit to society’ that loT has the potential of is
still untapped. The potential is sourced from how “loT dramatically increases the amount of data for

us to process” (Evans, April 2011).

This contribution is a result of how our society uses data to progress. Figure 1 demonstrates the “direct
correlation between the input (data) and output (wisdom).” (Evans, April 2011). When considered
alongside the scale data that will be provided by loT, you get a clear understanding of why loT is
considered to be the “third and potentially most “disruptive”6 phase of the internet revolution” (CERP-

loT - Sundmaeker, et al., 2010).

As the provider of ‘Big Data’, loT will be one of the cornerstone technologies at the forefront of this

revolution.

& “The term “disruptive technology” was coined by Clayton M. Christensen and introduced in his 1995 article
Disruptive Technologies: Catching the Wave, which he co-wrote with Joseph L. Bower. Ref. Harvard Business
Review, January-February 1995.” (CERP-loT - Sundmaeker, et al., 2010)
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More
Important

Less
Important

Figure 1. From Data comes Wisdom (Evans, April 2011)
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6.2 ‘THINGS' - loT HARDWARE

6.2.1 Microcontrollers

6.2.1.1 How do Microcontrollers fit into loT?
Microcontrollers (MCUs) are one of the key technologies used in loT solution. They are what make the

‘Things’ smart. You'll likely have noticed how often the word ‘smart’ appears in marketing for loT.

Officially, a ‘smart object’ is “defined by the IPSO Alliance as being small computers with a sensor or
actuator and communication device, embedded in objects” (CERP-loT - Sundmaeker, et al., 2010). “A
microcontroller is a processor with memory and a whole lot of other components integrated on one
chip.” (Gridling & Weiss, 2007). Essentially: a very minimal and stripped-down computer system
designed to run a minimal number of simple programs. Micr;)controllers offer loT developers: “Small
size, low-power consumption, and flexibility” (Sign, 2008), helping meet a lot of Atzori’s design

objectives for loT solutions’.

6.2.1.2 MCU Design

The flexibility of microcontrollers is one of the major reasons they’re popular in loT; this flexibility
comes from the wide variation in: memory type, speed/clock frequency, GPIO pin-count, peripherals,
connectivity, power consumption, size, cost, etc. It allows for a developer to design a microcontroller
to perfectly fit their solution. Unfortunately, designing a custom microcontroller has the downside
that “decisions require intricate knowledge of the system [software], which a hardware designer
usually does not have” (Ernst, et al., 1993). Not only this, but when experts develop a custom
microcontroller to perfectly fit their use case, it often means that the “hardware-software codesign

potentially has a much higher impact” (Ernst, et al., 1993).

The potential good is that this can result in a much better performance; the potential bad being that
it requires the person(s) working on the hardware and software to be very in-sync, and knowledgeable
of each other’s domain. For a short-term loT project, with a small technical team, this isn’t an issue.
Where a project is larger (such as the earlier case study) and/or going to require handing-over in the

future?, it becomes an unsustainable problem.

The solution to this is pre-designed MCUs and MCU boards. More accessible microcontrollers are
often more desirable; various companies design and sell MCUs/MCU boards with varying philosophies.
For example, Arduino make their MCU boards as user-friendly as possible with a focus on education.
They are consequently very good as prototyping and learning platforms; other companies, such as ST,

design MCUs with a much more expert approach and allow for lower-level access, erring towards the

]

” “energy efficiency”, “scalability”, “reliability”, and “robustness” (Atzori, et al., 2010)
'8 The average supported lifetime of an loT solution is 7 years.
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approach discussed by Ernst, et al., 1992. These companies attempt to alleviate the pains of hardware-
software co-design by providing drivers and Hardware Abstraction Layers (HAL)'s. These at least

provide some kind of shared knowledge pool for developers to share.

6.2.1.3 UWESense MCU Board

This project focqses on the UWESense microcontroller board. It demonstrates an interesting middle-
ground between custom-designed microcontroller boards and those pre-designed by manufacturers;
the actual board has a custom design, but uses pre-designed components, Ergo, i‘t still uses the same

generic Drivers and interfaces that other developers might’ve interacted and have familiarity with.

The board design itself has a lot of the standard trappings of an loT microcontroller board — namely: a
lot of peripheral ports and a low-power MCU. The ‘Grove pinouts’ on the board are specifically
designed to fit seeed’s Grove System cable pinout (6.2.3}." There are also two JTAG programmer
interfaces that are used to program and debug their respective components (the Bluetooth and MCU

chips); the board also has wireless capabilities — Bluetooth and LoRa, which is currently less standard®.

STM32F401 (MCU)

RN2483 (LoRa)

JTAG programmer
interfaces

LEDs
Antennas
Mini-USB peripheral

nRF52832 (Bluetooth)

Figure 2. WESense Microcontroller Board

? Wireless capabilities on MCU boards will likely be much more common in the future, however as of today
MCU wireless technologies are still competing to become the standard for their respective use cases.
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6.2.1.4 STM32F401 MCU

In this case, the MCU on the board is an STM32F401. It's part of the “STM32 family of 32-bit Flash
microcontrollers based on the ARM® Cortex®-M processor” (ST, n.d.). This MCU is a perfect example
of the kind of size and power that’s typical in 1oT; the chip itself is only “3x3mm” (ST, n.d.) and provides
“the performance of Cortex®-M4 core with floating point unit, running at 84 MHz" (ST, n.d.). Of
course, an MCU can’t just be small and provide power — it needs to be integrated onto boards (such

as the one above) to be of any use. To do this it has:

e 3x USARTs running at up to 10.5 Mbit/s

e  4xSPlrunning at up to 42 Mbit/s

e 3xIC

e 1x5DIO

e 1x USB 2.0 OTG full speed

o 2x full duplex IS up to up to 32-bit/192KHz
e 12-bit ADC reaching 2.4 MSPS

e 10 timers, 16- and 32-bit, running at up to 84 MHz
(ST, n.d.).

For a developer to interact with the MCU, they will (in most cases) use generic drivers and read/write
to the chip via the JTAG interfaces. In the case of the STM32F401, a HAL and set of Low Layer (LL)
drivers has been developed by the manufacturer (ST) for interacting with the component: “It is directly
built around a generic architecture and allows the built-upon layers, such as the middleware layer, to
implement their functions without knowing in-depth how to use the MCU.” (ST, 2017). This is a typical

example of the kind of abstraction to avoid the problem of hardware-software co-design.

Application

Device Driver

Hardware

Figure 3. Embedded system software layers (Barr & Massa, 2006)

10 The ARM® Cortex®-M series of processors are one of the most popular in embedded.
11 A Hardware Abstraction Layer is a software layer (usually composed of a set of drivers) designed to “hide the
hardware completely” (Barr & Massa, 2006)
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6.2.2 LoRa Modules

6.2.2.1 RN2483

The RN2483 chip enables one of the two wireless capabilities of the UWESense — LoRa (the 2™ being
Bluetooth via the nRF52832). Unlike the nRF52832, the RN2483 chip isn’t directly accessed via a JTAG
interface but is integrated using the STM32F401’s UART I/O capabilities. The RN2483 has a “dedicated
UART interface fo communicate with a host controller” (Microchip, 2016). The device itself is the very
specifically designed type of Microcontroller discussed earlier in 6.2.1.1, running its own software to
allow external hosts to interact with it; the chip is designed to be integrated with more powerful host
MCUs, but still contains all of the components any usual MCU would (see Figure 4). Interaction is done

with the RN2483 via its “ASCII Command Interface”, which is a set of commands the module listens

for and responds to accordingly. The LoRa capabilities of this module will be discussed further in 6.3.3.

RN2483 Module

UART
Command Procassor

LoRaWAN™ Protocol Stack
o Real-Time
e Clock

14 GPIO Pins

%
User Hardware: Antenna Antenna
Status LEDs, Switches, Logic 10s, efc. 433 MHz BEB MHz
Figure 4. RN2483 Block Diagram (Microchip, 2016)

6.2.3 Sensors

Linked closely to Microcontrollers (in IoT), are sensors - sensors are how the solutions collect
information about the objects and/or environments being monitored?. In its current form sensors are
one of the core pillars of loT, they provide raw data that (noted in Figure 1) is processed into wisdom

that will ultimately contribute to society.

Sensors convert readings (such as temperature, light, etc.) into signals that can be processed by a
computer; most sensors will send their readings to whatever their output pin is plugged into as long
as they’re powered. This simplicity results in low power requirements and consequently allows them

to be powered by a Microcontroller without draining too much of its own battery. A standard (simple)

12 Even the earlier Case Study (6.1.1) used an RFID sensor.
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sensor would only require a maximum of 3.3v - 5v*2. This allows for one MCU to provide power to

multiple sensors and still last for years on battery power - you might have noticed the UWESense MCU

board has enough ports for 10 Grove modules.

6.2.3.1 Grove System

There are several peripheral ports on the UWESense board are. specifically designed to fit seeed’s

Grove System cable pinout (See Table 1). The Grove System is designed to be a simple, “modular,

standardized connector prototyping system” (seeed studio, n.d.), these attributes are attained

through:

1.
2.
3.
4,

A standardized cable pinout (Table 1)

Standardized module sizes

Extensive user-friendly wiki documentation of each individual module

Manufacturing of Grove shields* that can be easily attached to supported MCU boards and
provide more 1/0, as well as port for the standard cables in 1

Extensive support for the beginner loT boards (such as Arduino or Raspberry Pi)

There seems to be a Grove module for every sensor/actuator/display type imaginable

The standardized Grove cahble pinout is likely the biggest ease-of-life
factor that contributes to their population. It stops users mixing up
pins, like VCC and GND (which can result in killing a module), as well
as making the pins clearer (which removes a large pitfall that can
cause users to spend hours debugging before they realise they simply

mixed up cables).

Figure 5. Standard Grove pinout (seeed studio, n.d.)

13 This is why most MCU boards have 3.3v and 5v pinouts.
14 Add-on modules for MCUs.
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Table 1. Standard Grove cable pinouts

Pin  Colour CO:!;};:!Of Function Note

1 Yellow Digital Dn Primary Digita_l Input/output

2 White Digital Dn+1 Secondary Digital Input/Output
1 Yellow Analogue An Primary Analogue Input

2 White Analogue An+1 Secondary Analogue Input

1 Yellow UART RX Serial Receive

2 White UART T Serial Transmit

1 Yellow 12C SCL 12C Clock “

2 White 12C SDA 12C Data

3 Red ALL VvCC Power for Grove Module, 5V/3.3V

6.24 Software Development

Grove modules are made easy to use through their sténdardisation; however, they still require
software to read from them. While the supported starter platform users (such as Arduino) are even
provided with example code to read/write to/from the modules, other more non-standard boards

(such as the UWESense) interface to the modules through their own methods.

As previously stated, microcontrollers often come with generic drivers that helps provide developers
with this hardware interface. Unfortunately, these drivers don’t make development on the platform
as high-level as something like an operating system®® and “due to the pitfalls and peculiarities of direct
hardware access, embedded software developers actually face quite different challenges than those
working in higher level environments” (Gridling & Weiss, 2007). Therefore, said developers still require

(at least a general) knowledge of the hardware and expertise in the relevant language.

6.24.1 AssemblyvsC

“Cis the closest thing there is to a standard in the embedded world” (Barr & Massa, 2006)

Cis the most popular language for embedded software development, it “can satisfy the requirements
of both high memory efficiency and high performance owing to good compilers” (Inoue, et al., 1998);
10-20 years ago, Assembly was the most popular — this is back when direct hardware access was much

more standard (even in OS’) and before compilers were able to output binary code that could match

** Albeit, some platforms (again Arduino) do make it incredibly easy by comparison.
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the optimisation of an Assembly programmer®é. Instead, Assembly is used “primarily as an adjunct to
the high-level language, usually only for those small pieces of code that must be extremely efficient or

ultra-compact, or cannot be written in any other way.” (Barr & Massa, 2006).

While C is the most popular, many cite problems with it — one of the most common being the ability
for a developer to shoot themselves in the foot with the ability to directly access memory through
pointers and memory handling functions, however for an embedded developer, where memory is

limited, this should be considered a good thing (it just requires they be more care\“ul}.

Another, and more interesting problem is the “limited word-length support. Only a few data sizes,
which are 8 bits, 16 bits, and 32 bits”, are supported in C. It is insufficient for many applications such
as audio processing in which 24-bit data is typical” (Inoue, et al., 1998). While “32-bit data types may
be used instead”, this costs memory, which is precious in an embedded environment. Workarounds

this problem have been developed since, however they’re often hacky and compiler-specific.

So why has C become more pop'ular than Assembly in embedded? One of the main reasons is that C's
higher-level. Where developers are required to learn a new set of instructions for different
architectures in Assembly, in C this intricacy is left for the compiler to deal with, which means that a C
developer can move between environments with relative ease. This isn’t to say that C has made

Assembly redundant — however where Assembly is required, it’s often written in-line within C code.

6.24.2 C++in Embedded

Becoming more common in embedded is C++. In years prior, C++ was generally considered too
expensive and slow for embedded, to the point that “/n 1996, a group of Japanese processor vendors
joined together to define a subset of the C++ language and libraries that is better suited for embedded
software development.” (Barr & Massa, 2006). However, this subset (known as ‘Embedded C++'),
doesn’t appear to have stuck around and was even looked upon negatively by the creator of the C++
language: “To the best of my knowledge EC++ is dead (2004), and if it isn't it ought to be.” (Stroustrup,
2017).

The fact that “the syntactical differences between the languages [C and C++] have little or no runtime
cost associated with them.” (Barr & Massa, 2006) should indicate that C++ can be as suitable as C is
for embedded, however many state that “It is generally agreed that C++ programs produce larger

executables that run more slowly than programs written entirely in C" (Barr & Massa, 2006).

Barr & Massa wrote in 2006 that features such as “templates, virtuals, exceptions and runtime type

identification” (Barr & Massa, 2006) were too expensive — but an ISO/IEC technical report on the

16 Even today a good Assembly programmer could beat a compiler (although the time it takes might not be
worth it)
7 Support for native, portable 64-bit variables has been added since this paper was published.
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performance of C++ from the same year noted that “there is no additional real-time overhead for
calling function templates or member functions of class templates” (ISO/IEC, 2006). However,

regarding Inheritance noted:

¢ (Single Inheritance) “Converting a pointer to a derived class to a pointer to a base class will
not introduce any run-time overhead in most implementations” (ISO/IEC, 2006)

. {Multipie Inheritance) “Converting a pointer to a derived class to a pointer to a base class
might introduce runtime overhead” (ISO/IEC, 2006)

e (Virtual Inheritance) “Converting a pointer to a derived class to a pointer to a virtual base will

introduce run-time overhead” (ISO/IEC, 2006)

And that features such as “Dynamic Casts”, “Dynamic Memory Allocation” and “Exceptions” “are more

likely” or “will introduce overhead” (depending upon their implementation) (ISO/IEC, 2006).

Consequently, the best conclusion to draw from this is that while it’s perfectly possible for C++ to be
used for embedded software, it requires well-written C++ for it to be implemented without issues. An
assumption to the reasons why Cis still the more popular in embedded software than C++ would likely
come down to C being a relatively small language (making porting a compiler much easier) and more

fail-safe than C++ because of the potential overhead (depending upon implementation).

“C makes it easy to shoot yourself in the foot; C++ makes it harder, but when you do it blows your

whole leg off” (Stroustrup, 2017)
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6.3 ‘INTERNET - 10T NETWORKS

As established, IoT is going to be responsible for a lot of devices. The “Internet of Things, calls for open,
scalable, secure and standardised infrastructures which do not fully exist today” (Dieter Uckelmann,
2011), one of the main challenges in creating this infrastructure, is loT's broad scope. Luckily this
variation in technology has already started to sprout into several standards developed by

organisations like the IEEE, IEFT, ITU, etc.

A study on the current ‘ecosystem’ of 10T protocols and standards found 13+ Ijata Link protocols,
stating that “their main differences and usefulness is in loT medium access” (Tara Salman, 2017). Each
of these protocols have different advantages and disadvantages, allowing for many of them to co-
exist, as the use cases they apply to differ widely (where different amounts of data need to be sent at

different speed, across different distances, etc.).

Each use case has a preferred technology though. As of 2018, some of the most popular co-existing
standards are: Bluetooth, Cellular, WiFi, Zighee, etc. There is a use case that has, for several years,
been left unfilled by these technologies though. This use case is currently one of the newest trends
loT and will soon become a standard in the loT model; that is, a low-power, long-distance wireless

technology.

Cost Long
Effective Distance

Figure 6. LPWAN Trichotomy
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6.3.1 LPWAN Technologies
“The first thing to understand is that LPWAN (Low Powered Wide Area Network) is NOT a standard”
(Leverege, 2016)

LPWAN is a subset of WAN technology that captures a set of characteristics which make it ideal for a
large group of loT applications that currently piggyback on other networks (such as cellular), which

over-provide what these use cases require.

There are more reasons that LPWANs are required for these applications beyond efficiency though —
for example, cellular “costs and power demands don’t make them acceptable ... where battery
powered operation is essential and equipment and connectivity costs must be low” (Gluhak, 2017);
Mesh Networks (such as Zigbee), which are “only useful at medium distances and do not have the
long-range capabilities ... More importantly, mesh networks are not battery efficient.” (Leverege,

2016).

Figure 6 shows the three characteristics that define LPWAN technology and fill the gaps of existing loT
wireless technologies. Unfortunately, these characteristics also inherit dol\.vnsides: “A physical
limitation to achieve low power and wide range is a small data size.” (Leverege, 2016), the low data
rate is illustrated in Figure 7. This makes the most ideal use case for LPWAN technologies “situations
where devices need to send small data over a wide area while maintaining battery life over many years”

(Leverege, 2016).

AANGE (=)

4

(10901
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Bt o e

WLAN
L]
Loxal Rrwa
Metwos

WHAN
3

Figure 7. WAN Technology Range vs Data Rate (Gluhak, 2017)
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6.3.1.1 Unlicensed ISM Band

The current LPWAN market is in its infancy, having only started to trend in the last few years. There
are, however, still a lot of competitors despite tﬁis: SigFox, LoRa/LoRaWAN, Weightless, 6LoWPAN,
etc. Each of these are unique and have different pros and cons; one thing they all have in common is
that “Major LPWAN technologies currently use a sub-GHz unlicensed ISM band” (Leverege, 2016). The
use of the unlicensed ISM band frequencies is arguably what prbvides LPWANSs with the characteristics

that define them.

One of the main appeals of the sub-GHz band is that there are “no licensing is required for public access”
(Dongare, et al., 2017). Consequently, it's free to use, which maintains the Low Cost of LPWANSs. As an
example of the antithesis, operating on licenced frequencies (e.g. cellular) costs exorbitant fees?®,
which are designed to avoid the heavy interference found on the unlicensed frequencies. Interference
on unlicensed sub-GHz frequencies is another inherent problem of using this band that LPWANSs are
required to.overcome. Many technologies use “frequency hopping to minimize the interference” (Tara

Salman, 2017).

Another reason sub-GHz frequencies are used comes down to its ability to “penetrate more deeply
into structures” and “transmit over distances as long as 10 km with the same power consumption (or

less)” (Dongare, et al., 2017), this provides LPWANs with their Long Range characteristic.

6.3.2 LoRa/LoRaWAN

As mentioned, there are a few key players emerging in the LPWAN market, such as SigFox, NWave,
Weightless, etc. LoRa/LoRaWAN is one which “has received a lot of attention in recent months from
network operators and solution providers” (Ferran Adelantado, 2017). The technology aims to suit use
cases with “power saving, low cost, mobility, security, and bidirectional communication requirements”
(Tara Salman, 2017). However, it's important to note that LoRa and LoRaWAN are two separate

entities that only encapsulate an LPWAN stack when combined.

Table 2. LoRa and LoRaWAN on the OS5I model

(4. Transport | peliable transmission of data segments between points on a network.  LORaWAN

| 3. Network Structuring and managing a multi-node network, LoRaWAN
including addressing, routing and traffic control

| . Reliable transmission of data frames between two nodes connected by | LoRa/
2. Data link layer 1 : s e

~ *1n an auction, the FCC was selling frequency space in the US for up to $900,000,00. (Knight, 2016)
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6.3.2.1 LoRa

“In an analogy to the OSI communication stack, LoRa radios define the first and second layers (Physical
and Data Link) of LPWAN" (Dongare, et al., 2017). LoRa radios are provided by Semtech, who patented
the “Chirp Spread Spectrum” (Hornbuckle, 2008) — the scientific technology behind how LoRa radios
physically communicate over radio waves, with a focus on distance and reliability. Being patented of
course means that ‘LoRa’ is a closed-source technology, ergo LoRa radios can only manufactured by
Semtech. Despite this, there has been effort to reverse-engineer the LoRa technolagy® out of concern
for PHY layer security. Figure 9 and Figure 8 demonstrate a very basic understanding of how LoRa
communicates bits over radio waves in an uplink; each upchirp/downchirp ‘wave’ is of different

lengths and combine to form a bitstreams.

LoRa "upchirp” (uplink)

Uplink \"“‘“
r >

#//_,_,.—f
e Spread
/’f et
= e
<,,_f"“'ff
e
e
Uplink —
i M“‘*«-x
’d_,;—""'“ ﬂ’f
Figure 9. LoRa Spectrum capture (BW =8, SF =8, CR=4/6, DF = 1) Figure 8. LoRa Spectrum {upchirp) basic translation

(Sikken, 2018)

The physical LoRa chips that Semtech develop come in two forms (as of 2018): the SX12 series and the
SX13 series. The difference between the two that one is designed to be used for end-nodes and the
latter for gateways; the SX12 series are single-channel and much cheaper; the SX13 series are used in
gateways and cost much more, however being multi-channel allows them to receive multiple LoRa

packets simultaneously.

19 See (Knight, 2016)
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6.3.2.2 LoRaWAN

“Layers three and four (Network and Transport) are analogous to the LoRa Wide-Area Network
(LoRaWAN) protocol.” (Dongare, et al., 2017). LoRaWAN is the protocol that’s used to regulate the
usage of LoRa between networks and arguably one of that main reasons the technology has gained
traction. “The protocol and network architecture have the most influence in determining the battery

lifetime of a node, the network capacity, the quality of service, the security” (LoRa Alliance, 2015).

As previously noted, networks with a mesh topology are not battery efficient since each node needs
to send data to each connected node/gateway; a lot of LPWAN protocols use a star topology to
counter this, however this also means that the reliability of packets is much lower. LoRaWAN counters

this by using a star-on-star topology (see Figure 10):

1. Each node sends its packets out, with no specific tar'get.

2. Gateways in range pick up any LoRa packet received and verify it's a validity by checking the
header.

3. If the packet is valid, it’s forwarded via TCP/IP to the Network Server, which handles
mitigation and verification of timestamps, etc.

4. After sending it to the application, the network server will the send any downlink response

through the gateway considered “best” for replyiﬁg to that node.
“the topology suggests they were really thinking about security when they designed it.”
(Knight, 2016)

We can also discern from the topology that it was designed with the idea of using LoRaWAN as a public
network. Whilst the protocol can very easily be used in a private network, a lot of the features that

make it so scalable seem like overkill for anything private outside of enterprise solutions?’,

An example of LoRa working incredibly well in a public network is The Things Network, a public
LoRaWAN network that’s open-source and has coverage provided by its user’s own gateways. This has
proven to be a very successful enterprise and has also helped spread the availability of LoRaWAN to
places which didn’t have it before. A good example of this is in the UK where it’s currently the only

public network avajlable.

Another feature of LoRaWAN that helps it scale so well are the two “join modes” that end-nodes can
use to join a network: Activation-By-Personalisation (ABP) and Over-The-Air-Activation (OTAA). ABP is

a more standard network join mode, where both the server and the end-node have matching keys.

2 Which might be another reason LoRa/LoRaWAN is gaining so much traction; as established in 6.1, enterprise
solutions are a next step in the loT market.
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OTAA is a more interesting option that improves the scalability of network; where valid keys are
exchanged during a join procedure.

Concentrator Network Application
End Nodes IGateway Server Server

[+
3G/
Ethernet
Bacichaul
‘ oy

LoRa“ RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

< >

AES Secured Pavioad

Figure 10. LoRaWAN topology

As well as having this topology, the LoRaWAN defines 3 classes of end-node devices: Class A, Class B
and Class C. All classes provide bi-directional communication, however differentiate themselves in the

amounts and frequentness they’re able to receive data (which also has a big effect on their battery
life).

* Class A - “simple low-power sensor nodes that follow the so-called Aloha®® protocol” (Battle &
Gaster, 2017).
o 1 Uplink, followed by 2 short Downlinks?2.
® Class B —“regularly poll for incoming messages (every 128 seconds)” (Battle & Gaster, 2017).
o Class A functionality + a scheduled polling window for Downklinks.
* Class C - “listen continuously for incoming messages” (Battle & Gaster, 2017).

o Only close their Downlink window when an Uplink is in process?.

Battary powered sensors

* Most energy efficient

= Must be supported by all devices

* Downiink avallable only after sensor TX

Battery Powarnd ac

Erl'lq)i elncnn! wl atoncy controlied downlink
* Slotied communication synchronized with a beacon

Battery Lifetime

Main powered actust
* Devices which can anom to listen continuoushy
* No latency for downlink communication

Downlink Network Communication Latency

Figure 11. LoRaWAN Classes

> "Aloha’ is not an acronym, but simply a way for asynchronous devices to announce themselves by sending a
‘hello’ message (the data packet).” (Battle & Gaster, 2017)

22 Uplink is the term used in the LoRaWAN protocol for data transmission, Downlink is used for receiving data.
2 A main difference between Node radios and Gateway radios is that Node radios are cheaper and single-
channel. LoRa Gateways argued as multi-channel Class C devices.
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Currently, Class A devices are the most popular and widely used. This project will be using a Class A
device simply because the LoRa Radio being used has a LoRaWAN layer of functionality that works

using the Class A specification (see Figure 12).

LoRaWAN Class A Device
LoRa TCPAP
1 L
- ALL (local)
‘ Node ‘ Gateways i —J

: AUplink: “ Packel Fonnrm!—l‘
l ' - -
3 ;
E “Besr local | :
g ¥ | i
EH . ;
——Downhn— -
= 5 5
B i -
= . .
= i :
4 : :
2 5 i

=5 i.

a——Downlink——
v v v

Figure 12 LoRaWAN Class A Device

6.3.3 Microchip RN2483 LoRaWAN compliance '

As previously discussed, the Microchip RN2483 is the LoRa radio being used for this project. Except for
the radios that allows the user directly access to device registers (e.g. the RFM95), LoRa radios will
have a software interface that sets a lot of the header seictings (within the PHYPayload) for the user.
This is so that the radios can send a LoRaWAN compliant packet header without the user being
required to know it inside out; the Microchip RN2483 specifically allows the user to set whether a tx

packet is to be confirmed, it's payload and port.

Radio PHY: [ Preamble | PHDR | PHDRCRC | PHYPayioad | CRC |
Inserted by ‘/A// Only present
transceiver radio during Uplink

Size (bytes): 1 1..M 4
PHYPayload: | _MHDR MACPayload [ wmc
Bit Position; \
MHDR: MTwe RFU IMapl
Optional
LuRaWAN
Message Types: Version
Join Request 000
OTAA 4 Join Accept 001
Unconfirmed Upink 010 MACPayload: | FHOR | FPot | FRMPayload |
Unconfirmed Downlink 011
Confirmed Uplink 100
Confirmed Downlink 101
RFU 110 _
Proprietary 111 Size (bytes). 4 1 20
FHDR: |Devadar] Fcw | Fent | Fopts |

Bit Posttion; | 7 6 5 4 0..3
MHDR: [ADR |ADRACKReq| ACK | FPending / RFU | FOptsLen

By Alexander Collins

Sources
N. Somin (Semtech) ML { TE ( T.K (. O.(.2015. LoRa Specification. V1.0 ed 5.1 LoRa Aliance

: Figure 13. LoRaWAN Packet Header deconstructed
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One interesting note about the Microchip RN2483 is that it allows users to break outside of the
LoRaWAN compliance with “radio” and “sys” commands (see Figure 14). This project won’t require
this functionality, since it aims to create a LoRaWAN compliant library, however it’s good to note that

LoRaWAN isn’t required to use LoRa radios and is implemented through the PHY payload.

Command Interface

radio
commands

Figure 14. RN2483 Command Interface (Microchip, 2017)
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7 METHODOLOGY

For this project, the AGILE methodology Test-Drive Development will be used. After review, TDD is a

natural fit for embedded development:

® Reduce the number of long target compile, link; and upload cycles that are

executed by removing bugs on the development system.

® Reduce debug time on the target hardware where problems are more

difficult to find and fix.

® Isolate hardware/software interaction issues by modelling hardware

interactions in the tests.

* Improve software design through the decoupling of modules from each other

and the hardware. Testable code is, by necessity, modular.
(Grenning, 2011).

Specifically, when working with hardware in embedded software development, it’s common to run
into problems caused by a hardware specific issue that aren’t immediately obvious and consequently
act as a road-block until the developer is able to solve the issue. Hopefully, TDD should help mitigate
this problem by solving and verifying those issues as they’re occur (instead of discovering them later
down the road where they become a larger issue). It’ll also mean that any software successfully
written can be considered “finished”. As an example of why this will be being important for this project
in particular: basic tx/rx communication with the relevant modules is going to be a requirement before
any other code is written for them, therefore the tx/rx communication must be written, tested and
validated so that further development and testing can continue. With the tests and validation, it
should also mean that the established tx/rx communication is as reliable as the project requires and

won’t create any issues further down the road.

Specifically, TDD will be used in combination with a few sprints that should allow for achieving
milestones which will complete the project as required®. Each sprint will be a week long and have a
defined goal. The week following the sprint will be used to test the code written during the sprint,

these tests will be prioritised on how important is to pass them (must, should, could).

The tests prioritised as must are required to pass successfully for the sprint to be considered
successful; any should or could tests will be considered bonus and extra validation of the unit, although

should tests will be added to a backlog and added back into future related sprints. The testing

% Even if it does not allow for completion of the project, it will provide a clear marker on progress
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shouldn’t take longer than a week at most, once it has been complete, the review process will begin.

In the review process, any failed must test cases will be reviewed and resolved.

As Bob Martin states in his first of the three ‘Laws of TDD’: “Do not write production code unless it is
to make a failing unit test pass.” (martin, n.d.); The review stage will only be moved on from once all
the must tests have been passed, regardless of whether another sprint is scheduled. If all must test
cases are passed or if t.here is leftover time during the review process, the code will be reviewed for
improvement. If the next sprint is scheduled while there are unresolved must test cases, then other

solutions will be considered.

SPRINT TESTING REVIEW

) I

Always 1 week Upto1week Until all must test cases pass
Alm to achieve as much of the sprint These shouldn't take long. In many m"mnm“’*ﬂﬂmkﬂ
as possible, if an issue is found it's cases they will be passed/failed I ""ﬂ“"""ﬂ! v
retumed to in REVIEW during the SPRINT. Immuatmaest‘m mm

Figure 15. Sprint Process
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11 IMPLEMENTATION

11.1 STAGE 1 — PROTOTYPING

This initial stage was for prototyping. This was in-part because the target platform for the project

wasn’t ready yet, but also to test the initial designs in 9. The prufotyping was done on an Arduino UNO.

This stage of the project consisted of 4 sprints (S0, S1, 52, $3).
11.1.1 Grove Modules

11.1.1.1 Overview
The prototype of the Grove Framework was a mixed bag. Implementing the initial design (15.2, Figure

27) demonstrated a lot of the flaws that | hadn’t previously considered.

As well as the improvements noted in S0-R0, the main issue was with the Factory Class in GroveDrivers
— it proved redundant. The aim of the factory class was to provide the user with a simple interface to
the classes without them needing to memorize the layout of the library, this was just as easily achieved
using a sensible naming scheme for the classes and making sure that they all adhere to the same

standard interface?s,

The standard interface will be documented through the Doxygen documentation (requirement 26),

and the classes will be called directly using the standard naming convention. See Figure 30.
11.1.1.2 Sprint Logs

11.1.1.2.1 SO-RO, 25" October 2017

This sprint gave me a good feel for the flaws of and improvements to be made to the design in Figure
27. It demonstrated that more than one abstract base class would be required for the Grove Modules.
Luckily seeed categorise their modules on their wiki (seeed studio, n.d.), and these fit perfectly into a

set of base classes that would accommodate all the intricacies of separate Grove Modules.

I also decided that it would be necessary to add a class to handle pin logic to avoid repeating get/set

functions of pins. The changes to the design are reflected in Figure 28.
11.1.2 RN2483

11.1.2.1 Overview
Implementing the prototype of the RN2483 was simple because of the Arduino platform’s reliable

serial communication. This sprint was useful for testing the logic in 9.1 and familiarising myself with

28 Refers to the classes having a standard set of functions that the user can rely on being implemented.
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communicating with the RN2483. While the serial tx/rx will require re-implementing in the final

implementation, the rest of the code written should be portable.

The aim of the 52 was to test actual LoRa communication using the RN2483. As noted in 10.1/S2, this
sprint didn’t prove to be a success, as | wasn’t able to get a LoRa gateway and wasn’t in range of a
public network gateway — this gave me no option to send packets over a LoRaWAN network. It also
meant that the éprint and all the test cases had to be carried over until | had the means to achieve

them (this issue was resolved in 11.2.3).
11.1.2.2 Sprint Logs

11.1.2.2.1 S1-RO, 13" November 2017

| didn’t have any problems or need to make any improvements to the design in 9.1 during/after this
sprint. As noted in $1-T3 | couldn’t implement the autobaud functionality in time and wasn’t familiar
enough with the Arduino UNO platform to know how to change the baud rate of the serial
corﬁmunication during runtime. Since this was only a prototype, and mainly focused on testing design

and familiarising myself with the project hardware?, | didn’t want to waste time figuring this out.

11.1.2.2.2 S2-R0, 22" November 2017

I didn’t have the budget for a Semtech SX1301%°, so | triedlto setup a budget, single-channel gateway
using a Raspberry Pi and an RFM95 (using various repositories and following various guides) but had
no success. The other solution to this problem was to join using a public LoRaWAN gateway, however

this wasn’t possible since there wasn’t a gateway in range of my location.

11.1.2.2.3 S2-R1, 08" February 2018

I've been able to borrow a LoRé gateway and successfully register it on the TTN. Unfortunately, I'm
unable to communicate with the RN2483 module on the UWESense currently (see 11.2.1), so | won't
be able to resolve these test cases until those issues are resolved. While | could use the prototype

from $1-R0, doing so would take time and I'm currently focused on the UWESense issue.
11.1.3 Demo

11.1.3.1 Overview
Prototyping the demo was mostly a failure due to the issues from S2. This meant | couldn’t test the
full demo and could only prototype the software required on the embedded device, which had already

been proven in 11.1.1 and 11.1.2.

 This doesn’t include the Arduino platform.
* The multi-channel Semtech LoRa chip used in standard LoRa gateways (see 6.3.2). They’re usually prices
around £300.
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11.1.3.2 Sprint Logs

11.1.3.2.1 S3-R0, 16™ December 2017
The issues from S2 are have carried over to cause issues with this sprint. | was able to write everything

on the embedded-end successfully; once $2’s issues are resolved, I'll be able to test it.

11.1.3.2.2 S3-R1, 31* January 2018

After a review of the project, the design in 9.3 was amended from Figure 22, to Figure 23. The Grove
Temperature sensor was swapped out for a Grove GPS communication module, with the intention to
test to capable ranges of LoRa. Doing so has allowed me to test the flexibility of the design for the
Grove Framework in 9.2, since | was able add the GroveCommunication base class and GroveGPS

module which inherits from it, without any problems.
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11.2 STAGE 2 — PLATFORM SETUP

The purposes of this stage were to familiarise myself with & test the platform that I'd be developing
for. This is an important stage in any embedded project since each platform has its own intricacies
which require learning and possibly overcoming before real development can start. Skipping this stage
could cause serious issues later and possibly result in the project ending half-finished and/or broken.

Only 2 sprints were needed for this stage (54, S5).
11.2.1 UWESense

11.2.1.1 Overview

The UWESense proved to be a frustrating experience. While most MCU'’s require their own domain
knowledge, generally after working with them for a while the developer’s able to get to grips with its
functionality. | achieved this and learnt what functionality in the STM32 HAL | would need to use in

my project, as well as being able to add functionality, such as SVC functions in Assembly.

During this stage, | realised that | wouldn’t be able use a configuration file as intended in requirement
22 since it’s rare for an embedded platform to have a file system. Instead | decided it would be best

to using a header file to set the configuration options using #define macros.

Unfortunately, | wasn’t able resolve an issue that stopped me being able to reliably communicate to
the RN2483 module. Consequently, I've had to move development to targeting the BBC Micro:Bit. See
11.2.2 for details.

11.2.1.2 Sprint Logs

11.2.1.2.1 S54-R0, 28th January 2018
This was a lot more challenging than | was expecting it to be. While moving to new embedded

hardware is usually a learning curve, | found the STM32 HAL unintuitive. Despite this, | was able to
pass all the tests specifically related to the UWESense board. I've also been able to write a few SVC
functions (which required Assembly, see 6.2.4.1) — specifically, one that allows me to print to the GDB

debug session, which will help massively.

Unfortunately, I've not been able to RX serial data correctly from the RN2483 module. I'm able to get
(what | assume is) the version number via the RESET pin, printing it via the SVC function displays a

garbled string though.

11.2.1.2.2 S4-R1, 15th January 2018
I've been able to resolve the issue of data in the RX buffer being garbled. | was forgetting to add a

terminator to the end of the data received when printing it — this is an example of how C allows you

to shoot yourself in the foot (6.2.4.1).
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Unfortunately, I've not been able to make progress in figuring out why serial communication to the
RN2483 is failing. I've even tried using a Saleae Logic Analyser to check that the commands are being

sent correctly over the serial line.

11.2.1.2.3 S4-R2, 9" March 2018

Even after reviewing the issues of serial communication to/from the RN2483 on the UWESense board
with my tutor, nobody has been able to figure out the problem or a resolution. This likely means the
problem is to do with something outside of my control. Since there’s currently only a single UWESense

board, there’s no option to test if it's a hardware issue aside from already tried methods.

Consequently, I've made the decision to change the Microcontroller being used to a BBC Micro:Bit

11.2.2 BBC Micro:Bit

Due to the problems | faced with the UWESense Board, I've decided that | had to move the target
platform to a BBC Micro:Bit to complete the project in time. This certainly isn’t ideal for the project,
since it means I've had to move to a target that | haven’t been able to do as much in-depth research

on.

Part of the reason | chose the BBC Micro:Bit is because it’s a simple MCU, with basic features. It’s also
designed to be used as an education tool, while also offering low-level access to the Mbed OS running
on it. The idea being that the platform wouldn’t provide me with any more problems but would also

grant me low-enough level access that | could continue development.

The main reason the | decided to choose the BBC Micro:Bit is because | was able to get a hold of a
shield for it with an RN2483 module onboard and with two Grove Ports. Obviously, this shield was

ideal for my project and would make implementation much easier.

Figure 24. BBC Micro:Bit RN2483 shield
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Figure 25. BBC Micro:Bit RN2483 shield (connected)

11.2.3 The Things Network (LoRaWAN network)
The project is going to use The Things Network as the LoRaWAN network that I'll connect to in the

demo. This is because it’s the only LoRaWAN network in the UK and consequently the only network
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I'll have access to. Whilst trying to resolve issues on the UWESense platform, | was able to get a hold

of a TTN gateway and resolve issues in S2.
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11.3 STAGE 3 —FINAL IMPLEMENTATION

Due to the issues on and the prolonged period spent resolving issues regarding the UWESense, this
stage was delayed and (in the end) required me to adapt to a new target. Since | was spending so long

on Stage 2, I'd started doing pre-work for the Grove Framework and RN2483 Library.

| started by moving any portable code from the prototypes to the final implementation, then worked
around those elements. Since | didn’t have a target platform sorted, any hardware-specific
functionality was modularised for later implementation. During this time, the best testing | could do

was to make sure there were no compile errors or warnings.

This decision forced me to write the library and framework to be (mostly) hardware independent.
Since all hardware specific functionality was being modularised, porting the two programs became
much easier (changes only had to be made in one place). This has been reflected in the git used for
version management: the master branch is a non-platform-specific implementation, using #error
macros where hardware-specific implementation is required®.. The repository has individual platform/

branches which have the hardware-specific elements implemented.

As | was familiar with the BBC Micro:Bit, porting the code wasn’t too much trouble. Although the lack
of complexity in its components certainly caused problems during $6. The main issue was related to

the BBC Micro:Bit’s limited serial capability.

This stage covers 56, $7, and S8%2.
11.3.1 RN2483 Library

11.3.1.1 Overview

11.3.1.1.1 Configuration file

As stated in 11.2.1, | decided to use a header file with #define macros to configure the LoRaWAN
options for initMAC() to read. This feature was improved by creating a .cfg, who's values get written
to the header file during the build process — using a .cfg file communicates configurability better to

the user.

| did this by writing a Makefile which was used to compile the library into a ‘static library file’** (before
| was able to compile to the target platform®) - see Makefile in the master branch of the RN2483

repository. While the intention was that this build process would be similar in all the platform/

31 grerror macros throw compile errors followed by an error message

32 pue to the issues in 11.2, they were done out of order.

33 Static *.a’ files are compiled libraries for use in other programs (different from shared ‘.50’ libraries).
34 (11.2) The issues with the UWESense needed to be resolved before | compiled the library code for it.
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branches, it didn’t end up being used for the Micro:Bit due to its awkward CMake build process (which

makes adding external files very difficult)®.

Within the initMAC() function, | added #ifndef checks to avoid any runtime errors if there was an issue
in writing settings the configuration header (see Figure 26); this also means that if the setting isn’t
defined, then the initMAC function will skip over it — this might cause issues for the user later on if it's

a required LoRaWAN setting.

ret = RN2483 command(serial,

Figure 26. #ifndef guards

11.3.1.1.2 Internal/External declarations
To make sure that no functions or global variables in the library wouldn’t override anything in a user’s
program, every external variable/function of the library is prepended with RN2483_. This should also

communicate to anybody reading code the functions being called from the RN2483 library.

Functionality of the library was split in two: the first was half was of external functions, that would be
available to the user, these functions/variables are declared in the header file for the user to view.
The second half was of static functions that only need to be called upon by the library, these
functions/variables are only written in the source file and mostly consist of helper and utility functions

the library uses.

11.3.1.1.3 Hardware Abstraction

As noted in 11.3, I/O to the RN2483 was modularised. | did this by creating to two static functions;
read() and write(uint8_t *string). In the master branch, the two functions simply contain #error macros
telling the user they require implementing (see Figure 27). On the platform/mbit branch, they contain

implementation specific to the Micro:Bit (see Figure 28).

These should be the only two functions that need changing when porting from the master branch,
however the MicroBit platform required me to pass around it’s Serial object, which meant a lot more

had changes had to be made. I'm speculating the MicroBit is a special case though.

% It turned out to be much easier to just copy the header and source files to the build directory of the
Micro:Bit yotta project for the demo.
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*string)

Figure 28. RN2483 platform/mbit branch /O

11:3.1.1.4 Data handling
Two static functions that | had to implement were the get_hex_string and get_text_string functions.

This is because the RN2483 module expects the hex representation of TX data in an ascii string.

The get_hex_string (Figure 29) is pretty cool — it works by iterating twice over each character in buff,
in the first iteration (where i is even) it pushes the character 4 bits to the left and AND's it with OxOF —
this returns the ‘left’ hex nibble of a byte. In the second iteration, it simply AND’s the character with
OxOF — this returns the ‘right’ hex nibble of the byte. At the end of each iteration, the nibble returned

is used as the index of a lookup table containing the corresponding ascii characters®®.

Figure 29. data to its hex representation in ascii

The get_text_string (Figure 30) was much simple than the previous. It simply had to fetch two hex
character each iteration from the hex string (hex) and use strtol to convert it to base16.

3 A ‘nibble’ is 4 bits (0x00 — 0xOF), which in decimal covers is 0 to 15.
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Figure 30. Hex representation of data (in ascii) to a string

11.3.1.1.5 Memory handling

I made the decision not to use the malloc() function or any other direct memory
allocation/deallocation C functionality. This was done to avoid memory fragmentation and memory
leaks within the library, see (Murphy, 2016). Instead, | stuck to using arrays and pointers so that
whatever the system the user’s platform is running, it would be allocate memory itself. In embedded

development, it turns out that this is a much safer option (Murphy, 2016).

11.3.1.1.6 etc

The rest of the library simply follows the designs from 9.1 as you’d expected.

11.3.1.1.7 Examples

As noted in 11.3.3, | ended up with a demo of just the RN2482 library that tx'd dummy data on the
Micro:Bit (using the files from the platform/mbit branch). | decided to include this demo in an
examples folder of the repository branch (see examples/ on the platform/mbit branch of the RN2483

repository).

11.3.1.2 Sprint logs

11.3.1.2.1 S7-R0, 17" March 2018

This was a lot more frustrating than | expected due to the platform | was now writing for (BBC
Micro:Bit). It only allows for a single Serial instance, so to print responses from the RN2483 in a debug
console, | had to store data received from the RN2483, redirect the Serial, and then print it to the

debug console.

The Micro:Bit’s implementation of Serial also proved unstable when swapping pins and baud rate,
which made this a nightmare. Luckily most of the logic had already been written in the non-platform-

specific master branch | had prepared, so most of this sprint consisted of testing runtime logic.
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11.3.2 Grove Framework

11.3.2.1 Overview
The Grove framework proved much easier to develop than the RN2483 library since the logic was

much simpler (the complexity was compensated for by the design).

11.3.2.1.1 Hardware Abstraction

I managed to fit all the hardware specific functionality into a single namespace file — GroveCommon.
This namespace contains functionality common to all the classes, which includes all the hardware-
specific functionality. Consequently, porting the framework is incredibly easy since this is the only file

that requires changes.

11.3.2.1.2 Naming convention
Aside from this, the only other thing to note is how | used simple class names instead of a factory class,

which was a good decision in the end as calling upon the modules is now much simpler.

GroveCommon: :mBit = &uBit;
GroveButton button(MICROBIT PIN P1);

int val = button.read();

Figure 31. Example of how easy it is to use the Grove Framework on the BBC Micro:Bit branch (first line is specific to Micro:Bit)

Figure 32. Grove Framework class layout

11,3213 Etc

The rest of the frameworks implementation follows 9.2.

11.3.2.1.4 Examples
As noted in 11.3.3, | ended up with a demo using just the Grove GPS module. Since it was so simple, |
created a demo for each supported module in the framework (see examples/ on the platform/mbit

branch of the Grove Drivers repository).
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11.3.2.2 Sprint logs

11.3.2.2.1 S8-RO, 26" March 2018
This was initially a lot more difficult than developing the RN2483 library since I'm less familiar with

C++. Once I'd figured out the base classes though, the rest was a breeze.

In terms of portability, the final product has turned out to be much more portable than the RN2483
due to how classes force modularisation in C++. | made a few amendments to the design (see
9.2/Figure 21) and think it’s better than the post-prototype design (although it did force me to cross

lines on the diagram).
11.3.3 Demo

11.3.3.1 Overview
This part of the project proved more difficult than the rn2483 library and grove framework (mostly a

result of the Micro:Bit's Serial).

11.3.3.1.1 Design swap

The MicroBit’s Serial caused serious issues in communicating with both the RN2483 module and the
Grove GPS module, as they both required UART communication. | was able to communicate to the
modules individually, however whenever trying to swap between them in the same runtime,
communication stopped. | believe this was the result of a buffer issue, however at this stage of the
project | didn’t have time to investigate and resolve the issue, so instead | fell back to the original
design of the demo in Figure 22. The shield I'm not using only has one digital/analog I/0 port, but the
Micro:Bit has an on-board temperature sensor that | was able to use. Using a button was slightly
redundant however as the Micro:Bit has two onboard buttons, but its purpose was to demonstrate

usage of the Grove Framework — which it achieves.

11.3.3.1.2 Compiling

The other severe problem | had was compiling. | initially tried to include the framework and library as
dependencies or extra includes, however the Micro:Bit's CMake yotta build process made this much
more difficult than it would be in standard projects and in the end, it become more of a headache
than it was worth. Instead | just added the source and header files to the source directory of the yotta

project and it worked fine.

11.3.3.1.3 Additional components
In addition to the demo code running on the Micro:Bit (which follows the design in 9.2), | knocked up
a simple nodejs script that makes a https GET request to the Data Storage application integration on

The Things Network and then prints the retrieved data in the console(See Figure 33).
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s.data.thethings

thethingsnetwork.o

Figure 33. Demo console log (before & after sending data)

11.3.3.2 Sprints

11.3.3.2.1 S6-RO, 2™ April 2018
I approached this by writing individual demos for the two components of the demo (LoRa & GPS). This
worked fine, the GPS was particularly easy. I've added these individual demos as examples for their

respective repositories.

Unfortunately, the Micro:Bit struggles when it has to hop between Serial lines (both the Grove GPS
and RN2483 modules require UART communication), | was able to communicate with the RN2483 and
GPS separately, however whenever | had to swap the serial from the RN2483'’s pin to the GPS’s pins

(or vice versa) more than once, the Serial communication would stop responding.

Instead | had to go back to the original demo design, where | sent temperature over LoRa whenever a
button was pressed. While the Micro:Bit shield only had one Grove 1/O port, it has an on-board

temperature sensor that | was able to use.

11.3.3.3 Distance Testing
Despite not being able to use the GroveGPS module in combination with the RN2483 module, | was

able to get a rough idea of the range that the RN2483 could achieve in my own environment.

| achieved this by sending data at intermittent locations and recording the time | sent the data. I'd
then be able to view whether the data was received on the TTN and compare the tx/rx times with the

times I'd recorded when sending the data. Unfortunately, the results were slightly disappointing.

Data was only sent successfully up to 0.2km in distance from my apartment. There are several possible
reasons for this though, the main one being that I live in city centre of Bristol where there’s a lot of
interference. There’s also the consideration that my apartment is at the top of its complex (7*" floor)
and that the Gateway | was using didn’t have a necessarily large antenna. On top of this, the gateway
was inside my apartment as | was testing, which mean that the LoRa packets would have had to travel

through several walls.

One good note on the distance results was that they were still able to be sent/received reliably and
uncorrupted in the distances | did achieve. Considering the number of physical surfaces, the packets

would have travelled through and the amount of interference in the area, this is an impressive feat.
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12 EVALUATION

12.1 PROBLEMS & FAILURES

The main hurdles/failures faced during project were:

1. The ina'bility to setup the LoRaWAN network during Stage 1.
2. The failure in resolving the issues on the UWESense microcontroller board.

3. The inability for the BBC Micro:Bit to reliably redirect its Serial.

Despite these hurdles/failures, the only 2 and 3 caused a difference in the deliverables, and only 3 had

a negative impact on the results of those deliverables.

Not being able to ﬁetup the LoRaWAN network early in the ;-:roject (during Stage 1) was the first issue
that occurred during the implementation. It was easily resolved, however did cause a delay in testing
the tx/rx capabilities of LoRa and getting familiar with the process of sending/receiving data over a
LoRaWAN network. Setting up a LoRaWAN network earlier on would have allowed for running more
tests on the distance LoRa can achieve and provide earlier tests to compare with the tests from the
final stage. While this had a negative impact on the research into the capabilities of LoRa, it didn’t stop
testing during the final stage (documented in 11.3.3.3). éetter prep work for the project would have

mitigated this issue.

The UWESense was the main failure of the project. It might have been possible to resolve the issue
with more time dedicated to working on the issue, however after 3 weeks of trying to resolve the issue
(without much progress), the decision was made to change the target to complete the project on time.
Whilst changing the target platform was evidently the right decision regarding project completion, the
fact that even the cause of the issue remained a mystery is disappointing. Although, even spending 3
weeks on/off the same issue with little in the way of results is impractical, especially when there’s the
larger scope of the project to consider. This situation is a good example of when project management

is necessary.

The BBC Micro:Bit’s Serial was the final issue, this is the problem that caused a negative impact on the
result of the deliverables®. The issue was likely an intricacy of the hardware/software (and could have
been resolved with more time) however as this issue occurred at the end of the project (during the
last sprint), another ‘project manager’ decision was made to simply revert back to the previous design
(Figure 22) as the priority goal of the demo was to demonstrate the RN2483 library and Grove Driver
framework. This meant that GPS data wasn’t used in 11.3.3.3 and instead the results of testing were

gained